Unlike most other laws of nature, the second law of thermodynamics is of statistical nature according to Boltzmann, meaning that its reliability arises from the vast number of particles present in macroscopic systems. This means that such systems will lead towards their most likely state, that is, the one with the most homogeneous probability distribution. But Boltzmann states that entropy decreasing processes can occur (without doing any work), it is just very improbable. It is therefore not impossible, in principle, for all 6 x 10 23 atoms in a mole of a gas to spontaneously move to one half of a container; it is only fantastically unlikely.
